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Abstract: This paper presents an authentication method with different authentication levels. This system is different 

from other multi-factor authentication methods in that it enhances the levels with an access control. The access control 

contains attributes of the most authenticated user assigned in structured mode. Each sent message must classify 

according to its global context. The manager of the system takes this global context and submits it to a context analyser 

whose responsibility is to deduce lower levels of that global context. Then the manager forwards it to the suitable 
authenticated user in selected lower levels of the multi-factor scheme. 
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I. INTRODUCTION 

 

This Protection of sensitive data is a growing concern for 

organizations worldwide because of its financial 

implications [1]. Access to sensitive information starts 

with authentication. User names and passwords are 

commonly used by people during a log in process to 
validate user identity [2]. Passwords remain as the most 

common mechanism for user authentication in computer 

security systems. However, the use of passwords includes 

disadvantages, such as poor choice of passwords by users 

and vulnerability to capture [3,4,5]. Another major 

problem is that users tend to reuse passwords for different 

sites [6]. Several studies indicate that more than 70% of 

phishing activities are designed to steal user names and 

passwords. The Anti-Phishing Working Group reported 

[7] that the number of malicious Web pages designed to 

steal user credentials at the end of the second quarter in 

2008 increased by 258% over the same period in 2007. 
Therefore, protecting user credentials from fraud attacks is 

extremely important. Many studies have proposed 

schemes to protect user credentials against theft [8,9, 10]. 

 

Authentication is the process of confirming or denying the 

claimed identity of a user [11]. The service provider has to 

trust the authentication performed by the identity provider 

of the user. This process is critical in terms of security 

because authorization and access control of the service 

highly depend on the authentication results. Weak 

authentication jeopardizes the security of the dependent 
service by increasing the risk that a user can impersonate 

another person and improperly gain access [12]. One 

effective authentication method is a mathematical model 

that combines different authentication methods, similar to 

that used in multifactor authentication, to build a high 

security trust system [13, 14]. 

 

Multi factor authentication (MFA) overcomes the 

vulnerability of passwords, which refers to the use of more 

than one factor in the authentication process [15, 16, 17]. 

One form of attack on networked computing systems is  

 

 

eavesdropping on network connections to obtain 

authentication information, such as the login IDs and 

passwords of legitimate users. Once captured, this 

information can be used at a later time to gain access to 

the system. One-time password (OTP) systems are 
designed to counter this type of attack, called a replay 

attack [18,19]. An OTP is valid for only one login session 

or transaction. OTPs prevent a number of shortcomings 

associated with traditional authentication (such as 

usernames and passwords) [20]. 

 

Attribute based systems are useful in practice because they 

are flexible, intuitive, and highly deployable. A common 

example is attribute-based directory searching where the 

attributes of an employee (e.g., department, location) are 

used to find the employee. In this example the flexibility 

comes from the ability to combine 〈attribute, 

value〉pairs arbitrarily and intuitiveness comes from a 

common understanding of employee attributes. In general, 

attribute-based systems are deployable because most 
attributes associated with an enterprise are already present 

in various enterprise databases and assigned to enterprise 

users; e.g., in LDAP directories for the example above. 

Other examples of attribute-based systems include 

attribute-based authentication, access control, and trust 

negotiation   [21,22,23,24,25]. 
 

Attributes define, classify, or annotate the datum to which 

they are assigned. The semantics of an attribute indicate 

some purpose or characteristic and, when used within 

larger collections, enable efficient identification and 

classification of like objects. For example, individuals in 

enterprise systems are often segregated into groups of 

common interest or duty based on a given set of attributes 

[26], e.g., function, department, university. These 

attributes are then used to associate sets of permissions 
and tasks to the specified individuals. Existing systems 

principally rely on the assignment and subsequent 

enforcement of policies by trusted and often centralized 



IJARCCE 
   ISSN (Online) 2278-1021 

ISSN (Print) 2319 5940 

 
International Journal of Advanced Research in Computer and Communication Engineering 
Vol. 5, Issue 5, May 2016 
 

Copyright to IJARCCE                                            DOI 10.17148/IJARCCE.2016.5563                                                          268 

servers. However, these servers are acutely ill-equipped to 

deal with disconnected and asynchronous clients. Reliance 

upon centralized servers further limits scalability and 

mandates a single point of trust. 
 

Attribute-based encryption (ABE) [27], a generalization of 

identity-based cryptosystems, incorporates attributes as 

inputs to its cryptographic primitives. Objects are 

encrypted using a set of attributes describing the intended 

receiver. A principal possessing this subset as part of their 

pool of attributes can recover the original plaintext. More 

flexible requirements are achievable through the use of a 

thresholding primitive, for which only k-of-n attributes are 

necessary to perform decryption. Furthermore, decryption 
under both the standard and threshold approaches is 

collusion-resistant as multiple parties are unable to 

meaningfully pool attributes. Such cryptographic 

mechanisms allow encryption to inextricably bind 

expressive, enforceable access policy to objects. 

 

II. RELATED WORKS 

 

In reference [28] the authors described a new approach for 

developing and implementing an advanced authentication 

method within active directory network services. For 
advance authentication process a new type of user multi-

factor authentication based on the classical three-factor 

authentication extended by the position information and 

time is described in this paper. The main objectives of this 

applied research are extended security features for more 

robust and more secure user's authentication process. 

Application scenario of advanced multi-factor 

authentication method within corporate networks based on 

the Microsoft Active Directory network services is 

presented. Five different factors for user's authentication 

provide more secured access control layer for current 

corporate networks with Microsoft Active Directory with 
only small implementation costs. 

 

The second research is related to a cloud computing which 

are used to deliver services from a share pool of 

computing resources. In this research work, a novel access 

control framework is proposed that can address the 

security and privacy issues for cloud. The framework is 

based on dynamic trustworthiness of user and provides an 

effective and feasible access control solution for cloud. A 

multi layer security standard, policies and access control 

mechanism are provided with proposed framework. The 
access control is based on the trustworthiness of the user, 

which is demonstrated by static and dynamic trust 

evidence. The dynamic trustworthiness is used to reduce 

the possibility to perform unauthorized activities and 

ensures that only authorized user's access cloud resources. 

The prototype of the proposed framework is developed in 

NetLogo on Linux platform and demonstrated with test 

cases. The analysis of simulated results shows that 

proposed mechanism is highly efficient and robust under 

existing security threats [29].A proposed system in 

reference [30] is a privacy-preserving system using 
Attribute based Multifactor Authentication. This system 

provides privacy to data of users with efficient 

authentication and stores them on cloud servers such that 

servers do not have access to sensitive user information. 

Meanwhile users can maintain full control over access to 

their uploaded files and data, by assigning fine -grained, 

attribute -based access privileges to selected files and data, 

while different users can have access to different parts of 

the System. This application allows clients to set 

privileges to different users to access their data. 

 

The countless advantages of cloud computing has brought 

a massive change to the lifestyle and the way to cope with 
the world today, yet the cloud has to reach maturity. 

However, the main barrier to its widespread adoption is 

the security and privacy issues. In order to create and 

maintain mutual trust among the customers and the cloud 

service providers, a well –defined trust foundation should 

be implemented. The data stored in the cloud remotely by 

individual customer or an organization, so they lost control 

over the data, thus creating a security dilemma. The most 

challenging and hot research area in cloud computing now 

a day is the data security and access control.  

 
An effective measure to protect cloud computing resources 

and services in the start is to implement an access control 

mechanism. In reference [31], the features of various 

access control mechanisms are discussed and a novel 

framework of access control is proposed for cloud 

computing, which provides a multi -step and multifactor 

authentication of a user. The model proposed is well-

organized and provably secure solution of access control 

for externally hosted applications.   

  

III. PROPOSED SYSTEM 

 
This system presents a method of authentication by 

construction different levels of authentication. This 

procedure needs designing an access control characterized 

by the different attributes of each authenticated user. The 

attributes include the following parameters: 

 

1: Strength of his/her password. 

2: Degree of his/her history trust which includes: Trusted, 

Moderate, Attempted hostile and Hostile. 

3: IP attributes such as very safe, safe, Moderate, 

Dangerous. 
4: Position transition periods. 

5: Authentication levels. 

These parameters are illustrated in figure 1.  

 

 

 

 

 
 

 

 

 

 

 

 

 

Fig 1: The Structure of the Attributed Access Control 
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Another access control is assigned for the unique attributes 

of each user which contains different specialized data for 

that user such as the last two letters of his/her surname , 

the birth date of his/her father , the middle two digits of 

the phone numbers and the last lecturers he or she affects 

on him. 

The system is intended to forward each document to the 

suitable authentication user depending on the information 

contained in the access controls. This task is successfully 

performed when each document must have a certain 

format. Each document must   contain a global topic 
related to its context and detailed specialized sub-topics of 

the global one. So the document may have different sub-

topics until it reaches to the intended interest of its topic. 

 

The purpose of this format is that to enable the manager of 

the system to forward that document to the proper 

authenticated user. This user may stay in different levels 

of authentication. The decision of the manager must 

consider different parameters such as the special topics of 

each document ,the level of secrecy of that document such 

as whether it is top secret , secret or classified and the 
attributes of the most authenticated and specialized user. 

 

The system has the following components: Trusted 

Manager (TM), Service Provider (SP), Service Requester 

(SR), Access Control (AC), and Message Context 

Analyzer (MCA). These components and the relations 

among them are illustrated in figure 2: 

 

 
Fig. 2 The Main Components of Proposed Authentication 

System 

 
When any document is sent to the manager, the manager 

sends it to the message context analyzer which takes the 

general topic of that document (GT). Then MCA searches 

to more detailed and specialized topic of GT. This 

procedure divides the document into lower levels of that 

document. Suppose the global topic is GT [HT] where HT 

means the high level of the global topic. Then HT may be 

divided into HT1, HT2,…HTn. 
 

After getting these details, the trusted manager forwards it 

to the proper authenticated user. The structure of the 

authenticated users takes the form of different levels. Each 
level is assigned to a certain general topic for each 

document. Each level consists of sub-trusted manager and 

a structure of different sub-levels .Each sub-level is further 

divided into further sub-levels depending on the number of 

lowers levels of each general document. If we face a lower 

level that is not included in the authenticated user's 

structure, the sub-manager must forward it to nearest sub-

level. Figure 3 illustrates the structure of forwarding the 

document to the suitable authenticated user. 

 

 
Fig. 3 The General Structure of the Proposed Multi- Factor 

System 

 
Now the minor topic (GT subn) is sent to the suitable 

executive manager (EM) for each level in the multifactor 

authentication levels. So for each authenticated level there 

is a specialized EX. Each EX will receive the minor topic 

and forward it to the level concerned with that topic.  For 

this purpose, the system constructs a multifactor 

authentication levels as shown in figure 4. 

 

 
Fig.4  Some Levels of Multifactor Authenticated 

Executive Managers 
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proper authenticated user is done by examining the 
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responsibility of this task is done by the executive manger 

of that level.  
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IV. CONCLUSION 

 
 

This proposed system enhances the authentication method. 

Multi-factor authentication provides different 

authenticated levels and prevents most common attacks 

against the system because the enemy faces a difficulty to 
find which the authenticated level is responsible for an 

intended intruder's task. This method is also used for the 

management of authentication by examining each 

document to deduce its context and further it is subdivided 

into more minor sub-context in order to forward it to the 

proper authenticated user. This task is accomplished by an 

efficient message context analyser. Finally, the system 

combines different secure features of an authenticated 

method, such as multi-levelling, message context and 

specialized information for each authenticated user .These 

combined parameters leads to designing a strong 
authenticated method. 
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